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The FAA’sJob

Each day, manage 30,000 commer cial flightsto safely move 2,000,000 passengers

~ 500 FAA
Managed Air
Traffic Control
Towers

e ~180 Terminal
Radar Control
Centers

e 20 Enroute
Centers

e« ~ 60 Flight
Service Stations

e ~ 40,000 Radars,
VORSs, Radios,
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Information Operations Capabilities **

North Korea

* Low tech
Command &
Control Warfare

Russia

* HPMW (High
power microwave)
* EW (Electronic
warfare)

* Network
Attack
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| China

| * HPMW
l[ran, Irag *EW
* Acquire 1O * Network
capability from * Software, network Attack
others engineering

* Communications  k+ source: Nov 96 Report
technology of the DSB TF on IW-D




ClIO’s Security Mission
Protect the FAA'’s information infrastructure and help the

aviation industry reduce security risks through leadership
In Innovative information assurance initiatives

Respond Plan

Dgteet J Protect




FAA’'s5 Layersof System
Protection

Personnel
Security

Physical
Security

Compartmentalization/
Information Systems Security

Redundancy



ISS Approach

e Establi entrallzed
Manage Monitor Inf
S_gcurlty (I1SS) Efforts

mpl ent a ngprehenswe IS'&-
Approach To Mitigate Security Ri

ogram to
ation System

L

and Respond to Cyber Threats.

e Implement a Comprehensive Security
Awareness & Training Program.
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|SS PROGRAM

POLICY/PLANS

REQUIREMENTS

INVESTMENT
STRATEGY

SPEND PLAN




POLICY
INTERNET SERVICES

PASSWORDS TRAINING/
AWARENESS



TRAINING-
AN INVESTMENT
IN PEOPLE

CBT
MTT

TECHNICAL

GOALS: FORMAL

e 00% OF 381 BY WORKSHOPS
SEPT 01 AWARENESS

+ AWARENESSDAYS -
AT REGIONS & HQ *‘




Computer Based Training
(CBT)

= Available Courses
* |nternet Security
= Network Essentials. Data Security
* Windows 98 Implementation & Support: Security
Novell NetWare 5 Administration:
* File System Security Management
= NDS Security Management

Solaris 2.5.1 System Administration: user Setup &
Security

* |nternet & Intranet Skills; Web Site Security
= Source: FAA Academy
= Contact: www.academy.jcchi.gov



Computer Based Training
(CBT)
= Upcoming Courses

= Network Security for Windows 2000
= Securing Local Area Networks (LAN)
= Network Vulnerabilities and Prevention
= Security Firewalls for E-commerce
= |dentifying Viruses
= Troubleshooting LANS
= Overview of Java Security
* Encrypting File Systems
= Security Over Internet Protocol
= Source: AlS Procured CBT Courses
= Contact: AIS-100, Natalie Miller, 202-267-9279



Classroom Training

= |SSO
* Threat
» Risk Management
= Network Security
= Personnel Security
= Access Control
= Certification and Authorization Process
= Tentative Locations/Dates.
= Washington DC — August 6 and September 10, 2001
= Oklahoma City — August 20, 2001
= Atlantic City, NJ— September 24, 2001
= Contact: AlIS-100, Natalie Miller, 202-267-9279



| ntegrated Facility Security
10C

Boundary Protection
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Computer Security
| ncident Response
Capability (CSIRC)



CSIRC
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Exponential Growth In Security

Incidents
25000-
21756
20000+
15000+
1998
100001 1999
2000

5000+

Vulnerabilities | ncidents
Reported Handled



Trend Analysis - Foreign
Atte m ptSREIGN ATTEMPTS 1 NOV 00 - 20 Feb 01
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Trend Analysis - Domestic
Attempts

DOMESTIC ATTEMPTS 1 NOV 00 - 20 Feb 01
(72.22%)
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CSIRC Notification Process

Listserv utilized to accommodate
Communities of Interest (COl)

« Web Administrators
o« Network Administrators
e ISSM/ISSO

CSIRC Notification and Tracking Database

« 5 days to acknowledge receipt
. 30 days to advise compliance



CSIRC Personnel

Current Status:

o Staffing one shift-5 X8
« 3government employees
e 6 CSC business partners

Future Plans:

« 2 shifts after October 1, 2001 - 5 X 16
« 3 shifts after April 1, 2002

Minimum of 25 employees required -
24 X 7



IN SUMMARY:
POLICY/PLANS/TRAINING

TECHNICAL

<:j OPERATIONS

|SS PROGRAM

SYSTEMS



